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{Cap. 360°0f the:.Laws of Zambia),

Banking and Financial Services Aet

The Bank of Zambia Agenf Banking Directives, 2022
s ' PART I: PRELIMINARY
I~ ExerCISE of the powers contained in section one hundred and sixiy-seven of the Banking and F_ina_nc_i'al_Serv ices Act, 2017 and Seclion
forty-thiree of the National Payment Sysiems Act, 2007 the: following Directives are herchy made:
1. SHORT TITLE
These Directives may be cited-as the Bank of Zambia Ageni Bankinp Diréctives, 2022,
2. INTERPRETATIONS '
_In these Directives, unless the context olherwise requires: _ : _ _
*Agen{™ means any person orentity engaged by a regulated gntily to provide specific payment or financial services on
its behalf;
*Agent Banking” means thie provision of a financial service or payment systent business, including €lectronic money,
through an ageny;
“Bank” means-the Bank of Zambia established under the Constitution {Amendment) Act, 2016 as read with the Bank of
Zamibia Act, Chapter 360 of the Laws of Zambia;.
“[lectronic money” of “e-moncy”™ means 4n electronic:stove af monctary value.as represenled by a claim on its issuer,
thatis:
(a) Issucd on receipt of funds in an amount no lesser.in value than the value of the e-money issued;:
b Swored on an clectronic device;
{cj Accépted as a means of payment by persons other than the issuer; and
(&) Redeemable upon demand for cash. dedominated in Zambian Kwacha;
“Financial service™ shall have themeaning assigned to it under the Banking and Financial Services Act, 2017,
“Payment system business™ shall have {he meaning assigned Lo it underithe Natibnal Payment Systerns Act, 2007
“Reguilated entity” fueans afinancial service provider reguiatcd_ under the Banking and Financial SérvicesAct, 2017 ora
person dgs’i_gnatc_d toreonduct payment system or payment systems husiness under the National Payment Systcms
Act,; 2007; 5 '
3. APPLICATION
Thése Directives shall apply to ali regulated éntities.
PART 1i: OpsEctive OF THE DHRECTIVES
4. Purrose.oF DIRECTIVES
The purpose of these directives is to: _
(a} Provide a regulatory framework for Agent BanKing fi ot the promotion of financial inclusion;
(b} Promote cost éffective delivery channels for payment sysiem, clectronic moeney or (inancial serv ices;
{c) Proxide for duthorized activitics of dgents; and '
{(d) Provide a set of mi'nimu;_n standards for data and nelwork security, consumer protection, and risk mapagement in the conduct
ofageni banking,.
PART 11: APPLICATION AND AUTHORISATION
5. APPLICATION FOR ENGAGEMENT In AGENT BANKING

{1} A Regulated entity that intends to engage in Agent Bariking shall-apply, in writing, to the Bank,
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{2} An application to engage in Agent Banking shall be supported by the following:
{a) a Risk Assessment report on Agént Banking, including measures 10 be adopted to. mitigate risks;
{b) internal Audit repori regarding the adequacy of inrernal LOﬂUOlS that wiil apply to Agent Bankmg-
(¢} approved iriternal policies afid procedures;
(d) anti-Money Laundering/Combating Fmancmg of Tercorism, (AML/CFT) policies and procedures;
{z) services to'be provided,
(f} a copy of the drafi standard agency contract, which ata minirmum shall confain;
_(1} the functions of activities to bie performed;
(ii) the respective responsibifities af'thc parties (o lhe conilact
(iii) provisions dealing with consumer pratection and dispule resolution;
(iv) the commission, foe or service charge to bepaid lo'the Agent; and
(v) provisiens for terminating the contract.
(e} strategy.for Agent Banking which shail include:
(i} feasibility studi: for Agent Banking coverin g_-a-pr_cfiod of three years from the-date of the application;
'{_ii}__gquraph_ica_i and cconomic service areas of the-proposed agents;
(i)
(iv} description of the agent management structure;
{v) projections-on-agent network growth, volumes/transactions; and:
(vi} security measures {o be.adepied for agent premises,
{-3) The Bank may determine other information réquirements, as-déemed {it, far engagement in Agent Banking activities; and
(4) The Bank shall nolify the apphcant of the ontcome of the applical:on within 30- days
" 6. AUTHORISATION FOR AGENT BANKING ' )
(1) Where authorisation for Agent Bankirg has been granted, a regulaied entity shall not be required to séck approval forthe engagement
ofan agenl
{2) Where a reguiated-entity seeks to engage in an Agent Banking, actml) that {s malerlally different fromthat authorised by the Bank,
further approval shali be required.
PART IV: AGency R__ELATIO_NSIIII?,__PERMISSIBLEACTI\'H‘IES,; ann CONTRACT
7. ESTABLISHMENT OF AGENCY RELATIONSHIP
{’_IJ A regulated entity wiay provide payment systems business or electronic mioriey or financial services through an agent:
(o) Where.aregulaled entity seeks 10 provide a payment systems business, e-money or a financial sérvice through an a‘gen‘i, it shall
enter inte a writlen contract with that agent; and
(b) A contract entered into betiveen a.regulated entity arid an agent shall comply with these directives and-other relevant laws.
(2) Tlic provision 6f e-fhoney or financial services should not be wftra vires any statute, memorandum-and _arti_cics of association or-
other constitutive documents or objects.of the agent:
(3) A regulated _cn'_ii'ty shall not -appoi'm anaother regulated entity as an agent without the prior written approval of the Bank. .
$. PERMISSIBLE ACTIVITIES-OF AN AGENT
A repulated entily may engdge an agent 16 provide any of the following services:
{a} Deposit and withdrawal:
(b} Cash-infcash-out;
{c) Disbursement/repayment of foans;
{d) Bill payroent;
{e) Transfer of funds;
(/) Balance enquiry;
(2 .Gcncralion or issuance of mini staterents;
(i) Collection of:
+ account opening forms,
« {oan application forms, dnd
- credit-and debit card application formis;
{i) Any other activity a5 may be approved by the Bank.
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9. PROHIBITED ACTIVITIES
An‘agent shall not:

fa) accept to carry out.any electfonic transaction when there is system failure;

{b) carry-out a fransaction when a transactional receipt or acknowledgement cannot be gencrated;:

{c) charge any fees directly 1o the consumerapart from those cliarged by the fegulated entity:

{4} offer any type of guaraniee in favour of any consumer;

{2} continuc with the Agent Banking whete thc agent is subject of 2 criminal irvestigation or disc'_i_piinar)' case invq]vﬁ'ng_ fraud,
dishonesty or any other finansial impropricty:

(Peontinuéwith the Agent Banking when it has a proven criminal record or disciplinary action involving fraud, d_iSI1onesLy"or any
other financial impropriety;

(g} provide; fender or hold itself oul to be providing or rendéring any payment or financial service which is not specifically
permitied inthe confract;

() open accounts, grant fqans;:or carty out any customer due diligence for purposes of apening an-accountor perform an appraisal
for the purpose of granting a credit facility;

{1} undertake cheque deposit arid éncashment 6f chequies;

(}) transact in _foréi__gn currency;

(%) be controlled or managc_d hy an emiployee or associate of a regulated entity;

¢/} use customer’s funds for purposes other than for the purposc réquested by the customer;

() rindertake e-money-or financial services.in its own right, except as a_ppmi’_ed by the Bank; and

(17} subcontract another per$on or entity to carry out. the Agént Banking bisiness. on its behalf without authorisation of the
regulated entily.

10, MANDATORY PROVISIONS-TO BE INCLUDED IN THE CONTRACT
(1) A contract betwech a regulated entity and an agent shall at a minimum, contain e following: -

¢a) a clause stating that the regulated entity is Habie for all actions or omissions of the agent to the éxtent that they relatetoe-money
or financial services or matiers connected therewith;

(b} specific e-money or finaheial services:to be rendered by the agent;

{e) the tights; expectations, responsibilities, and liabilitics of parties 1o the contract:

(d) measurcsto mitigate the financial risks associated with Agent Banking -se_:viqc_s, such as limits, customer transactions, -cash
management, cash security; securily of agenl premises.or.insurance policies;

fe) anti-Money Laundering/Conibating Financing of Terrorism (AML/CFT) requirements;

4] provisions on recording-and retention df.:supportihg-documems:for all transactions in line with relevant laws;

() a statement tliat all information or datathat the agent ¢ollects in relation 10 Agent Banking services, wheiher from the customers,
the regulated entity or from otliet Sources, is the property of the regulated entity;

(%) provision that only the regulated entity shall set/determiine the Agent Banking transaction-fees;

(i} busingss hours of the agent;

{f)-a provision on customer data confidentiality and vser information;

{%)-a clausc ontechnical specifications of the device(s) used in perforniing the Agent Banking transactions;

(1) remuneration for the dgent; :

{njapr ovision specifying that the agent shallatall times cnsure safe-keeping of all relevant records; data, documents or files or that
such records, data, documents or that files are iransferred to the regulated entity at regular pre-specified imervals for the
regulated entity’s safe-keeping;

i) & -clause specifying that employees of the agent arc not employees of the regulated entity;

{0} & pravision for amending the terms of the.contract and sfipulations for:defau!t-and termination of the contract; and

{p} = transitional clause on the rights and obligations of the regulated entity and agent upon termination or-cessation of the agency
coniract,

(2) The regulated entity and the agent may provide for other terms as they may consider necessary for the better carrying ot of the
Agent Banking busincss.
11. TERMINATION OF AGENCY CoNTRACT

(1) A regulated entity shall._terminale-'an dgency contradt if an agent;

(@) is auilty of @ criminal offence involving Traud, dishonesty or other financial impropriety;

(b} signed up to the Agent Bankmg business by providing incorrect material statements or any other misleading informatien;

() sustains a financial loss or damage to such a-degree asto make it imprSIhlc for the agent 1o gain its financial soundness within
three monihs from the:date of the: loss or.damage;
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() is dissolved, wound up or is declared banktupl;

fe}i isa corporate body and transfers, relocates or closes its p]dce of Agent Banking business without prior written consent of the;
regulated entity;

¢/} fails to hold érrénew a valid business license;

(g} is suspected of involvement in money laundéering/financing of terrorism activities:

{11} violales any provision of theése Directives;.

(i} has been sanctioncd by-arcgulator or the regulated entity Tor a matérial breach or where the regulated emlty ceases 1o hold avalid
licence;

(7} .advertises, operates or olherwise acls-in a manner which leads a person tor ‘believe the agent can offer esmoney or financial
services which are notspecifically permitted inthe agency coniract; or

(k} in case of 2 sole proprictor, dies or becomes mentally incapacitated.
'(2) The Bank may direct the regulated enlity to terminate an agentcy. contract with an apent where it establishes any of the grounds in
subséction (1)
PART V: RoLes Anp. RESPONSIBILITIES OF BoARD OF THRECTORS AND SENIOR MANAGEMENT OF REGULATED ENTITIES
12. KEv-ROLES AND RESPONSIBILITIES
{I} The ultimate rCS'ponsibiIify' for Agent Banking ligs with thé regulated entity that engages an-agenl to conduct Agent Banking on its
behalf:
(2) The regulated entity shall ehsure effectivé inphitoring and oversight in the provigion of Agent Banking; and
{3) The regulated-entity shall provide dn agent ch_u_i_sﬁe stationeryand equipment to facilijaie Agent Banking, where necessary.
13. Roit of Boaro'or DIRECTORS
(1) The Board of Directors shalk;
" {a) be respansible for approving the Agent Banking strategies and relevant policics, procedures, and guidelines;
{b) ensure that risk management policies related to safeguarding the information, commanication; and teshnology systems, and data
are in place; ’
{2} The Board 'of Directors 6fa regulated entity shall be responsible for ensuring-compliance with these Dirsctives.
14 RoLE oF SENIOR-MANAGEMENT .
Senior Management shall:
{a} be responsibie for- developing and implementing Apent Banking strategi¢s and fbr providing effective agent oversight;
(b} identify and Coritract credible agents;
{c) ensure thal agent oversiglit in¢ludes review, approval, and implementation of key aspects of the regulated cnt'it_y’s securily
control programis: )
{d) ensure cffective management of risks:.associated with reliance on third delles.
(g} ensure that rlsks associgied with Agent Bariking are properly identified, and managed;
¥ ensure that scope and coverage of the iniernal-audit function is proportionate to the complexity and risks inherent in Agent
Banking activities;
fe) constantly monitor Agent activilies 10-ensure compliance with the régulatory réquirements and the-agency coniract;
{#} ensure that risk management strategies-and processes cover current and/or planned Agent Banking;.
(0 iniegraic Agent Banking-applicaiions with the core operating systems.as part of the overall risk management nceessary for the
Agent Banking activities;
(i) provide-agents with sufficicnt training for them 1o adcquatcl) perform the operatlons and provide the services agreed upot,

including lclatzng to the proper identification of customers; customer service, confidentiality: of the information, cash
security, record keeping, and financiat educatiofy; and

(%} develap and institute measures to ensure that agents:have sufficient liguidity to meet Agent Banking transactions.
15, Rote oF Cosmprrance Futhon

(a) A regulated entity fjs_ Compliance Function shall ensure that controls related to the provision of Agent Banking activitics are
incorporated in-the compliance framework and that risks are properly assessed, identified. monitored, and reported; and

th} A regulated entity shall énsure that its agents.comply with the requiremerits of these directives.
16. RoLE oF INTERNAL AUDIT
A rt_:gufale(_l ent.it)_fs internal audil function shall:

(1) be responsiblefor ensuring the regulated entity adheres 1o the p()licies, rules, dircetives, and pp_;:rat'i'ona'l. auidelings applicable 10'it;
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{2} provide an independent gssessment of the adequacy of, and corpliance with, the regulated entity’s establislicd: policies and
procedurcs, rules, directives, and operational guidelines;

{3) incorporite risk-based review of critical 'Agcnt Banking processes to ensure 1hat the policies, rules, directives, and the pperational
puidélines are Tollowdd aiid should escalate significant expéctations to.the Board; .

(4} be responsible for assessing the adequacy of controls for ouisourced activitiés through régalar audits or facilitating independent
audit reviews of the Apent Banking activities; and

(5) report all significant issues related to. Agent Banking activities to.the Board.
17: Risk MANAGEMENT

(1Y A-regulsted entity shall develop-a framework for assessing credit worthinéss of apents and for setiing operational and transactional
Timits. in-a proportionaté jpanner.

(2) A regulated entity should ensure that cy:bcr-secur:i ty risk is managed in a prudeni mariner lo-reflect (e risks inherent in Agent
Banking activilies.

(3) Where applicable, o regulated eofity shall develop a Business Conﬁmi_ily Plan to mitigate any significant disruption, discontinuity
or gap in agent’s function,

{4} A regulated cntity shall provide an agént with the necessary support-fot it te perform its functions. including apprapriate Agent
Banking products and operational mantals as well as accounting procedures and systems,

I::SA AGENT. DUE DLiGeNCE
(1A regulated entity shall have in'place clear, well documented agent due diligence policy and procedures.
(2) Procedures should contain, ata minimum, seléction criteria for agents, intial duc-diligerice and tegular due diligence checks.to be:
--performed at specified intervals and a list of éarly wirning signals-and corréctive actions fo ensure proactive agént management. - -
(3} Agentdue di ligence should clearly specify roles and responsibilitics of various_.functibn_s in the regulated entity with regard to agent
management,
{4) A-regulated entity shall monitor thie integrity and reputation of their agents.
(3} A regulated entity shall put in place & framework for monitering AML/CFT for Agent Banking.
19. Opsrarionat AND TRANSACTIONAL LINITS
(1) A rcgulated entity shall'set limits for the provision of activities agreed upon with the agent..
(2) Limits shall be:
{a} set-Tor each agent-and where applicdble, for each Lype of transaction; and
fb) prudent and commehsurate: with the velume of 'tr'a'néacti_‘ons and the sec‘urity ‘at the agent’s location,
PART VI: AssessMENT, MONITORING, AND SUPERVISION OF AGENTS
20. AssESSMENT CRITERIA-OF AN AGENT
(1) Whenever a régulated entity ¢nfers inio a contract with another entity as an agent, it shall sauisfy itself asto thé-.suitabiﬁty of that
ehtity and shall éstablish thai the entity:
{a} has a well-established commercial activity which has becn opérational forat least six months iminediately preceding the date of.
the suitability assessment;
{5 does ot have _a'ny-delinquen;.faciliﬁes with any financial service provider in Zambia and is tax compliant;
(e} possesses appropriale infrastructure and staff to provide Agent Banking services; and _
(;1’)_- has 1it and proper directors, shareholdérs’od senior officers, as the casé. may be. )
(2) Notwithstanding directive (1).ahove, a regulated entily shall apply proportionaie assessment criteria in respect ol agerits-wha are
natural persons.
“21. INFORMATION TO BE SUBMITTED BY AGENTS To REGULATED ExTiTY
(B} A regulated entity shall oblain the following information prior to enigaging an.agent:-

(a} the name.-of the entity praposed to be an agent;
_ (b} the ¢ertificate of inéqrp_ﬂraﬁ%,_ certificate of registration or Natianal Registration card of an entity, whichever shall be
applicable;
{c) a description of the commercial activity the entity bas been carrying on for (he last six months immediately preceding thie date
of the application;
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(d) vaiid busiziess licenses or permits for any la‘v_fu"l ‘tominércial dctivity carried-on by the entity;
{e} physical location, wébsite, postal address; emiil address and contact numbers of the entity: and its working hours;
'@9 evidence of sufficient funds to cover agent operations, including'd;posits.-an_d-w.itl'mdra\!vals by.-customers;

(2) A regitlated entity shall secure the information provided under this Pan. and shall furnish this information to the Bank whenever
required.

(3) A regulatéd entity shall take reasonablé steps to obtain aceuralé information from an apent-and its officers and shall not.represent
to the Bank that it was misled by dan-agent or its officers. A regulated. entity: which deliberately furnishes the Bank with fraudulent or
materially false information under thig Part shall be: disqualificd from conducting Agent Banking forthwith fora period to. be determined
by the Bank.

(43 A regulated entity shall obiair the f'dl[oWi_ng irnformation in respect.6f a director, proprictor; sharéholder or senior officer of an entity
for purposes of suitability assessment:-

{a} Reference letier from a credible source and clearance from the Police ofnot having a crim_inal_ record;
¢B) Audited financial statements for the last one year, where applicable;

(¢} Aduly completed appraisal form-for-the individual;

(d} Tax.cl_earanc_ctcc_riiﬁtatcs;

'(e) Credil report from the Credit Reference Sysfem; and

(D Any other information-as the regulated entity may request in relation to Agent Banking services.

(5) In assessing the suitability of a director, shareholder, proprietor and/or senior o_fﬁccr_ ofan enlity or a person, aregulated entity shall

have regard where applicable, to among other things:
(o} Information from the Ciredit Reference System;
{b) Any criminal record, disciplinary action or bankrupicy’;
{¢J Reputation (based on references from people of gno_d_sccia'l standing hailing from the same l_o_ca__lity as.the person who has
- knowrr the-agent for at least three years);
(d) Busingssacumen orwork experience;
(e} Ability to identify and manage risks;
{p Verifiahle sources of funds;
(g} Business track record of the entity in the Jast one year; and-
(f:j ‘Any other information relevant to 'thc_-assessmem'.

22. SUEERVISION OF AGENTS

(1) A reguldted entity shall monitorand supervise agent activitiesto ensure that agents operate strictly within the requirgments of the:

lgw; guidelines, and the contract,

(2) Arcgulated entity shall maintain a record of the-number and yolume of transactions carricd out for ¢ach type of service by-each agent’

and monitor effective compliance with:limits.
(3) A regulated entity shall implement measures to manage operational risks related to Agent Banking activities.

{4) A regulated entity shall conduct periodic physical visits, by staff or authorised persons, to ensure that-agents operate steictly within.

the requirements of the aw, directives, and contract,

(5) Notwithstanding the rcsp0n3|b1]1ty imposed on-ategilated entity to'monitor and supervise their agents, the Bank may request any
data or information and carry out sich inspectien of an agent ag it decms niedessary,

23, MAINTENANCE OF REGISTER AKD PUBLICATION OF LIST OF AGENTS
( 1} A regulated entity shall maintain a régister ¢f all its agents and may putilish a list of agents in & conspicudus place withiin its branches
orwebsite or such other publications.as it miay deein-appropiiatc.
PART VI1I: AcenT OPERATIONS
24 Now-TxcLusiiry

(1) A contract between a regulated entity and an agent shall not be exclusive,

(2y An‘agent may provide services to enc'or more regulated entities provided that the agent his separate Agent Banking contracts with

cach regulaicd énlity.

(3) 1t shall be the 1‘cspons?bility of each regulated entity to ensurc that an agent has capacity to competently and safely manage

transactions for different regu]atéd:ent'it_ies__.
23. RELOCATION, TRANSFER, AND CLOSURE OF AGENT PREMISES
(1) An-agest shall not relocdte, transfer ot close its:Agent Banking premises without the prior written congent of the regulated entity.
(2) Notice of intention to rélocate, transfer or close:Agent Banking premises shall be served onthe regulated eiitity at least seven:days
priotto the date of refocation, transler or elosure or sich other time a8 indy be agreed upen'in (heagency contracl.



30th September, 20222 ZLambia Gazette _ 821

PART V1il: SETTLEMENT OF TRANSACTIONS AND THE TECHNOLOGY REQUIREMENTS
26, REAL TIME TRANSAGTIONS
All transactions involving deposit, withdrawal, payment or {ransfer of cash from or to an account or e-wallet shall be in real time.
27. TECHNICAL REQUIREMENTS FOR DPERATING SYSTEMS OF THE AGENT
The technology implemiénted by a regulated entity for Agent Banking shall comply with indusiry Standard technology in terms of
hardware and sofiware. A regulated cnltity shall cnsure that the technology is capable of:
(.) transmittin g infi Dp'mai'_i011 in a sécurc manner;
(1) progessing trénsactlions in real time!
(iii} segregating 1he processing of transaclion under different user profiles for administration, maintcnance; and operation;
(iv) having the functionality for-intereperability and should have the capability to process-transactions avith unique codes
for different regulated entities;
(v) reversing incomiplete ransactjons due.to error, systém failure, power outage or other defects;
(vi} processing or gengraling transactional documenis or receipts;
(vii) automatically logging off'an agentonce the:agent exhausts its daily cash limit oritries to _pcrﬁjrm an illegal or unadthorized
iransaclion; and
(viii) preserving:all settlcment inforsiation details for reference fora minimim of ten years.
28, GENERATING AN AuniT Trai
A rcgulatcd'cnfity' shall monitor the safery, security, and efficiency of 'ihf-'- technology infrastructure in order to prevent any lampering
or manipulation by any person.
.29, Securiy of Nerwork anp Dara
. A regulaied entity shall put in place systems. that specifically address; .

{a) physical security of infrastructure;

(b) availability of sérvices;

{c} data confidentiality and integrity;

(d) encryption of Personal Identification Number (PIN} and clectronic transactions;

(e} custeiner-accountability and non-repudiation of transactions; and

(f) crror micssaging and exception handling.

30.Use oF Trro-Parry: TEC;-quL{JGY_.SERv:Cr; PROVIDERS

(YA regu]ale'd' ehtity-may enigr inter & writlen contract with -a third-party technology service provider for the pravision of the
-equipment.or techaology platform to be used Tor Agent Banking.

{2) A regulated entity shall remain liable for Agent Banking activities even where a third-party technology service provider is engaged.

PARTIX: -ANTI-MONEY..LaUNDERING?CoUNTER_mG_F ISANCE OF TERRORISM aND Know vour CUSTOMER

31. AML/CFT 4np KYC REQUIREMENTS

(1) A regulated entity shall have appropriate policics to-ensure compliance with AML/CEFT requirements.

(2} A regulated entity shall adopt and implement a risk-based approach 10 AML/CFT requirements:

{3} A regulated entity shall train ils.agents on A_M_L[CFT_rcquiremcm_s_._

(4) A repulated-entity shall ensure that apents;

(a} identify customets using any oflht_:-f‘ol lowing: acceptable identification documers ( ID), personal. identification numbers(PIN),
passwords, automatéd (eller machine cards { ATM), secrét code or-s'ecrel.'mes'sa__ge.while. performing any transaction requiring
identification;

(B} rcport all suspicious activities To the regulated entity within tweniy-four hours: and
¢} operate or coniduct Agent Banking transactions within the prescribied 1imils.
32. CustoMer Duk Diigsnce,
(1) A rc_gufated entity shall implement an AML/CFT risk-based approach to Custotner Due Diligence (CDD) for Agenl Banking
activities. '
(2) A AMLICFT risk-based CDD for Agerit Banking dctivities should include:
(aj tiered Kriotv Your Customer (KYC) requirements:
{b) specification of the transaction limits, which afe propottional to tic risk profile of the customer;
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(c) maxifrum balance {imits on pre-paid debit-card, credit card, and exwallets;
(d} minimuin technological security requirements; and
(e) customer authentication systéms; such as, two faclor anthentication, including thie us¢ of biomelrics, national identification
document (J13), Personal Identification Number (PIN) or.any other scerel code, secret numbet or message during transactions.
{3) A regulated entity shall ¢nsure that its Iransaction processing system: '
(a) impases limits fo avoid breaches;
(B) sends-aleits to the users when they are close to the limits;
{c) sends verification alerts for transactions; and
{(d}-identifies ircegular or suspicious transactions and generates reports.
PART X: Constmer PROTECTION
33, ConguMmEr PROTECTION MEASURES
{1} A regulatcd enlity shall put in place systeims which provide sufficicnt protection and confidence to users.of Agent Banking by
protecting consumers against fraud, bréach of confidentiality; cybererimes, and lass of servige in. order to fostér confidence among
CORSUIMETS.
{2) A regulated entity shall ensure that.agents disclosc key lerms-and conditions before donducting a transaciion.
34 MiNIMUuM REQUIREMENTS
At a minimum, the following requirements.must be-complied with at'all times:
{n) An.agent shidl) fssue a systemn generated confirmation for all transactions;
{b} Where an agent acts as-a receiver and .'de'Ii_verer-.of documents, an acknewledgement should be provided for ail documerits-
-received or delivered by theagent to-or from the.customer;
(c) Aregilated cntity shall ensure that an agent:
(i}is casily identified and shall make informatiori-aboul the services it provides throtigh such agents available;
{_'ii) displays the complaint redréss mechanism in a conspicuobs place;
{iii) shall.display clearly visible-signs io the public indicating that providés Agent Banking; and
{iv} docs not hold ftself out-io the public as a licensed entity;
(d} Aregulated cnt'i_t'y_s'hé}'l:
(_a)_ ensure. that complaints are addressed within reasonable timelines as stipulated in the BESA; NPSA or in the Bank of
Zambia Customer Complaints Handling and Reselution Directives or its equivalent; and
(ii} put in-place secure systems in order 1o ensure data confidentiality.
35, DascLosuRES
A 'rcgl._l'iate_d entily shall ensuré that an agent discloses the following to consumers;
() Name of the regulated entity it represents;
(b} A list of Agent Banking services éifered;
(c) That rio transactions shall be carried out if the electronic system is down;
.(d) That transactions shall be undertaken subject 1o availability of liquidity;
{e) List of charges or fees payable for each service;
{f) Aunique agent identification iumbei; and
(&) A dedicated call line that is reliable through which the regulated ¢ntity can be contacted.
.36, DispLay oF INFORMATION BY, AN AGENT
A regulated entity shall ensure that an agent displays the disclosures.in (35) above in a.conspicuous place ondgent premises. 16
-37. PuBLIEITY AND CO-BRANDING
(HA regulated enlily may choose tor brand their agent network under any brénd hamie.
(2) However, usc of prolected words like bank, financial institution, financial bosiness or their _(_icr.i'vatives orany other-word suggesting:
that'an agent is itself a financial service provider is prohibited.
8. FiaNCIAL EDUCATION.

A regulated entity shall provide appropriate ongeing financial educaiion to agents..consuiners, and the public.
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PART XI; Rergrrivg REQUIEMENTS: AND SUPERVISORY OVERSIGAT
39. SunnS5ION OF DATA AND STATISTICAL RETURNS TO THE Bank
A repulated entity shall, at theend of every quarter, submit data and other information on agent operations, including iri_f{':_rmatibn-_on
the mmature, valye, volume, and g,cogra{il]ical distr'ibul_ion of agent operations-or _trans__abtions;
40. ExcefTionNaL REPORTS

{1} Aregulated entity shall submit reports on incidents of fraud, theft or robbery within 24 hours of in¢ident occurrence to the specified
-address/ email address: -

(2) In-the cage of consumer complaints and associated remedial measures, a regulated: enti_t_y_ shall submit monfh[y reports.
41. REFORTING

(1) A rcgulated enlity shall submil to the BanK an anoual return on iis Agent Banking operations for the preceding year, no fater than
31st March of each year in the préscribed format.

(2} A regulated entity-shall submit to the Bank areport on the sames ard number of agents on a-quarterly basis.
42. Powers.-oF f1az BANK OVER AGENTS
Notwithstanding any other power conferred on'the Bank under the BFSA, NPSA, and any regulatery statements, the Bank shali-have
power {o:
(a) requcsl'infomation from any agentat any timé as the Bank’ may deem necessary;
(b} carry cut an inspection of the records of the Agent Bankin g activitics and ‘premises of an agent;
{e) direct an agentto fake suchaction or desist {from suchconduct.as thc'Ba:ik_rn_ay deem necessary;
{d) direct aegulated entity to-1ake such action or. measures against or on behalf ol'an agerit as the Bank may deeny dppropriate ;
(e} direct ategulated entity to take such remedial actien arising from the cenduct of an ggent.as i{ may deem {it; or,
() direct the termination'of an agency contract.
PART X1I: Exesmprions
43. Exenprions

The Bank may. upof: cvaluation.of & written' appircatlon from.a regulated cnt:ty exempt a regulated entity- from dny of the provisions
of these diféctives,

PART XIII; REMEDIAL MEASURES AND ADMINISTRATIVE SANCTIONS
44 ReMEDIAL MEASURES
Where a regulated entity-or its agent faiis {o.comply with these directives, the Bank may pursuc any orall corrective actions agaiist the
régulaieéd entity as provided under the BIFSA or'the NPSA.
45, ADMINISTRATIVE SANCTIONS

In addition to Directive 44, the Bank may pursug ariy or.4ll of ihe following administrative sanctions against a regulated entity, any or
all.directors of the board, officers.or agents:

{a} prohibitien from engaging in any further Agent Banking for a period to be determined by the:Bank;
(&) prohibition frénm contracling new agents; |
(c).rc_vo_czni'on ofapproval for Agent Banking;
{d} termination of agency conlragt; and
{ej impose applicable penalties as provided under the BFS_A or NPSA.
PART XIV: AMENDMENTS AND EFFECTIVE IDATE OF THE DIRECTIVES
A6, AMENDMENTS
_'The_se directives may be .rcv'ic_wcd by the Bank as decnicd nccessary or at least every two years from the daie of the c_:ﬁ”ccfiw: date..
Indication of when regular reviews will be undertaken is in order.
47. Erfecrive Dave
These directives:shall come into force.on the date tliey are published in the Gazette:
Dated the 19th day of Sepiember. 2022

F. Cueimo {PHD)
Deputy Governbr - Operations



